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Decentralized finance: The revolution
continues – current regulations and
impacts of cross-chain bridge solutions
Angela Angelovska-Wilson, Greg Strong & Sarah Chen
DLx Law
Intro to DeFi
Recent reports indicate that approximately $54.41 billion in USD value1 in the form of
Bitcoin, Ether and other digital assets are currently committed to automated financial
arrangements made possible through the use of open blockchain-based platforms categorized
as “Decentralized Finance” (often referred to simply as “DeFi”). During the past year, this
figure reached its all-time high of around US$182.23 billion.2
Interoperable, programmable, and composable,3 DeFi networks built using open blockchain
protocols have the potential to serve as the foundation for decentralized alternatives to
nearly every traditional financial service, including retail payments, swaps and derivatives
transactions, insurance, asset trading, exchange and management, deposit and savings
accounts, lending, and investing. In doing so, DeFi is the manifestation of disruption to the
status quo of traditional financial systems by automating core operations and functionalities
away from centralized intermediaries.
However, as currently implemented, DeFi projects are reliant on a variety of layer 1 networks
(for example, Ethereum, Solana, Avalanche), such that any one DeFi project must remain
local, or even tribal, to the layer 1 network upon which it is built. Typically, developers
choose to build DeFi projects on different layer 1 or 2 solutions for their strengths – whether
it is scalability, interoperability, security or even on account of certain financial incentives.
But the different designs adopted by various blockchain networks means that different
chains cannot natively communicate, and thus, assets committed to on one chain may not
be easily transferred to an application built on another chain.4
While the use of DeFi protocols has exploded, these protocols remain fragmented. To achieve
the full potential of DeFi, an essential next step is to bridge the various DeFi protocols
so that they can communicate across networks, regardless of their underlying layer 1 or 2
solutions. A blockchain bridge connects two blockchain ecosystems in the same way that a
physical bridge connects two locations in the physical world.5 Well-designed and technically
sophisticated bridge solutions will enable users to transfer values across blockchains and
lead to a future where liquidity on various blockchains can be shared, DeFi protocols become
interconnected, and the vision of a decentralized financial system will become a reality.
At the same time, DeFi will not be able to achieve its full potential unless the regulatory
framework evolves to address challenges and questions brought by the new technology
as implemented in DeFi and bridge solutions. This chapter introduces the current bridge
solutions and discusses the risks associated with and the regulatory frameworks as may be
applied to these solutions, before presenting the legal and regulatory issues relevant to the
DeFi space that would need to be addressed in order to achieve a decentralized financial
ecosystem and foster responsible growth by all participants.
GLI – Blockchain & Cryptocurrency Regulation 2023, 5th Edition
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Cross-chain solutions
As the rapid development of blockchain technology over the last decade has continued, it is
becoming more and more clear that the future of blockchain and its adoption is dependent
on cross-chain interoperability.
Though many blockchains were designed to be standalone systems with their own features
– for example, Bitcoin provides an immutable digital ledger for recording transactions, and
Ethereum enables smart contract coding capabilities – integration has become popular as it
allows users to transfer assets across blockchains to leverage the functionalities provided
by various blockchains.6 Approximately $10.67 billion in USD value7 in the form of digital
assets is locked in bridges, with Wrapped Bitcoin (“WBTC”), the largest blockchain bridge,
accounting for almost half of the market.8 Many DeFi protocols have integrated bridges
to let their users swap tokens from different layer 1 or layer 2 networks without having to
leave the platform. In addition, certain stablecoin providers now offer bridged assets. For
example, Circle offers Bridged USDC that is made up of specific tokens and operates on
certain layer 2 blockchains or sidechains.9
That said, bridge infrastructure is still very much in a nascent state. At present, there are
four general types of bridge infrastructure that are currently being utilized: (i) asset-specific;
(ii) chain-specific; (iii) application-specific; and (iv) general information transfer.10
Asset-specific

Chain-specific

Application-specific

Generalized

Ever (AR)
Interlay (BTC)
BTC
WBTC
–
–
–
–
–
–
–
–
–

Avalanche
Binance
Gravity Bridge
Harmony
PoS Bridge
Rainbow Bridge
Secret Network
SnowBridge
TerraShuttle
TokenBridge
Wormhole
Wrap
XCMP

Any Swap
Biconomy
Celer
Chainflip
Liquality
Gateway
Ren
Synapse
Thorchain
–
–
–
–

Axelar
Chainlink
ChainSafe
Composable
Connext
deBridge
IBC
LayerZero
Movr
Optics
PolyNetwork
Rbit
Router

Figure 111
Asset-specific bridges utilize wrapped tokens in either a custodial or non-custodial manner.
WBTC, a tokenized version of Bitcoin on Ethereum compliant with the ERC-20 standard,
is an example of asset-specific bridge utilization that enables the use of non-native assets
on another blockchain. For example, in order to exchange BTC for ETH, a user could sell
its BTC on a crypto exchange and then purchase ETH in a separate transaction. But, in the
case of WBTC, once a user sends BTC to a smart contract, the BTC will be locked such
that the BTC will be held in reserve, and at the same time, the smart contract will mint an
equivalent amount of WBTC on Ethereum.12 When the user wants to revert back to BTC,
it can put in a burn request to the smart contract so that the WBTC will be burned and the
original BTC will be unlocked and released to the user. Currently, the total value locked
(“TVL”) of WBTC is about US$4.63 billion, consisting of BTC deposits in custody that
are used to mint WBTC.13
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Chain-specific bridges at this time appear to be limited to allowing operations between two
blockchains supporting operations around the locking and unlocking tokens on the source
chain and minting tokens on the target chain.14 They can be utilized between layer 1 and
layer 2 blockchain networks. Examples of chain-specific bridges include the Wormhole
bridge between Ethereum and Solana (as discussed further below) and Polygon’s bridge
between Ethereum layer 1 to Polygon layer 2.
Application-specific bridges are of key importance for DeFi. As the name suggests, these
bridges allow for the operation of applications on two or more blockchain networks.
Specifically, application-specific bridges have lighter and modular “adapters” on each of the
layer 1 networks instead of having separate instances on each layer 1 network.15 Examples
of application-specific bridges include THORChain and Compound Gateway.
General information bridges are designed for exchanging information across multiple
layer 1 and layer 2 networks. This design is positioned to have a strong network effect
on account of the fact that a single integration of a project makes it accessible to the entire
ecosystem of the bridge. However, the major drawback of this type of bridge is that they are
liable to compromise security and decentralization for scaling purposes, potentially causing
unintended consequences to the entire ecosystem.16 Chainlink, Optics and IBC are examples
of general information bridges that are used to send messages between different networks.
In addition, bridges can be categorized as custodial (also known as centralized or trusted) or
non-custodial (decentralized or trustless). The difference explains who controls the tokens
that are locked to create the bridged assets. WBTC is a custodial bridge with all the BTC
deposits being held in custody by BitGo, while Wormhole, as explained further below, is a
non-custodial bridge.
Bridge exploits
Unsurprisingly, bridges have increasingly become the target of hackers. It is reported that
over US$1 billion worth of digital assets has been exploited in cross-chain bridges in the
first half of 2022.17 Exploits of bridges can be achieved by causing tokens to be released on
one blockchain without a corresponding valid deposit of assets on another blockchain.18 If
an attacker manages to fake a deposit event without actually making a valid deposit on the
source chain (i.e. one end of the bridge), the attacker would be able to withdraw value from
the target chain (i.e. the other end of the bridge).19
By way of example, this is what happened to the Wormhole protocol in February 2022 when
the hacker exploited a flaw in validation on the Solana side of the Ethereum/Solana bridge
and stole about 120,000 weETH, worth about US$320 million on the day of the incident.20
Wormhole deploys a smart contract on both the source chain (in this case, Ethereum) and
the target blockchain (in this case, Solana). The Wormhole protocol is operated by a group
of select nodes (called Guardians) that are responsible for monitoring events and approving
transactions in the smart contract.21 If a digital asset were to go across the bridge, the group
of nodes will first, by supermajority, confirm that funds are deposited on the source chain,
and then authorize the minting of the equivalent wrapped version of the digital asset on
the target chain.22 In the Wormhole incident, the smart contract failed to recognize that
the approval instruction was fake, and instead verified the fake deposit and issued 120,000
weETH without the equivalent amount of ETH being deposited and locked on Ethereum.23
Following the Wormhole incident, Wormhole investors replenished 120,000 ETH in the
bridge so that the 120,000 weETH issued to the attacker was fully backed up with collateral in
ETH.24 If the weETH issued did not have the same amount of ETH backing up as collateral, it
GLI – Blockchain & Cryptocurrency Regulation 2023, 5th Edition
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might create serious implications – for example, users may rush to sell their weETH, causing
its value to crash, and platforms that accept weETH as collateral may become bankrupt.25
Another way of compromising bridges is by taking over the validators that are responsible
for approving cross-chain transfers.26 For example, in March 2022, the Ronin bridge, which
enables users to transfer assets between the Ronin sidechain and the Ethereum mainnet,
suffered an attack that resulted in the loss of 173,600 ETH and 25.5 million USDC.27 The
attacker hacked the private keys of five out of nine of the validators, and after obtaining
control of the validator nodes, extracted assets (worth over US$600 million) from the bridge.28
These exploits prove that the bridge infrastructure is still in its early stage. More recently,
Nomad, a bridge protocol, was attacked and lost almost US$200 million worth of cryptoassets due to a coding bug that allowed users to withdraw more assets than deposits.29 Bridges
could be a double-edge sword – on the one hand, they are important infrastructure that
connect various DeFi protocols, allowing communication across protocols and blockchains
and enabling users to transfer assets from one protocol or blockchain to another, while on
the other hand, exploits in vulnerabilities of any one protocol or blockchain will no longer
remain isolated, but instead will have ripple effects beyond any one DeFi protocol or any
one blockchain.
Legal and regulatory frameworks
With the explosion of interest in DeFi, DeFi has increasingly drawn attention from various
regulatory bodies. Regulation in the traditional finance world focuses on issuers and
intermediaries. Absent any regulatory approaches developed to adapt to the challenges
of DeFi, regulators will seek to bring those that develop, provide access to, or benefit
economically from the operation of, the smart contracts comprising DeFi protocols within
existing regulatory definitions, likely as intermediaries. U.S. securities laws regulate
issuers of securities and securities intermediaries that facilitate securities transactions.
U.S. commodities laws regulate intermediaries that facilitate transactions in commodity
derivatives and entities that offer commodity derivatives contracts. U.S. financial regulatory
laws, such as the Bank Secrecy Act (the “BSA”), apply to financial institutions broadly
and require transaction monitoring, reporting, and recordkeeping in a variety of contexts.
Increasingly, regulators have sought to shoehorn DeFi participants into the existing
regulatory frameworks described above by branding them intermediaries.
As described above, bridge infrastructure is a specific component of the DeFi landscape
and an area where we expect intense regulatory scrutiny going forward. Regulators may
seek to treat those that develop, provide access to, or benefit economically from bridge
infrastructure as intermediaries to bring them within the ambit of the laws and regulations
noted above and described in more detail below. Any such effort will likely focus on the
key functions of bridge infrastructure and how those functions would be regulated if and
when performed by an identifiable party. Those functions may include custody (holding
digital assets contributed to a bridge by users) and asset creation and distribution (providing
users that have contributed digital assets to bridge a new asset that is functional on another
protocol or blockchain), among others.
Securities laws
In the United States, securities laws regulate issuers of securities and intermediaries involved
in securities transactions. Generally, each of these issuers and intermediaries must register
with the Securities and Exchange Commission (the “SEC”) and comply with the laws and
regulations applicable to their activities as intermediaries.30
GLI – Blockchain & Cryptocurrency Regulation 2023, 5th Edition
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A prerequisite to SEC jurisdiction is activity involving securities.31 The SEC takes the position
generally that most crypto-assets are securities. In a recent speech, current SEC Chair Gary
Gensler reiterated this position in possibly the strongest terms yet, indicating that:
“Of the nearly 10,000 tokens in the crypto market, I believe the vast majority are
securities. Offers and sales of these thousands of crypto security tokens are covered under
the securities laws. Some tokens may not meet the definition of a security — what I’ll call
crypto non-security tokens. These likely represent only a small number of tokens, even
though they may represent a significant portion of the crypto market’s aggregate value.”32
While this most recent speech from Chair Gensler is yet another example of the SEC’s
general position that crypto-assets should be treated as securities, the SEC has declined to
specifically identify those they believe fall into that category, with few exceptions. One
such exception is a recent SEC enforcement action against a former Coinbase employee
together with two others, alleging that the defendants engaged in a scheme to trade ahead of
the public listing announcements of certain crypto-assets on the Coinbase platform, which
typically resulted in an increase in price of the relevant crypto-assets, in an effort to profit
by selling after such announcements (the “Wahi Complaint”).33 The Wahi Complaint
alleged that the illegal scheme involved at least 25 digital assets, at least nine of which
satisfied the elements of the Howey test and were initially sold in an “investment contract”
scheme.34 The Wahi Complaint further reasoned that those nine digital assets should be
treated as securities at the time of the secondary transactions at issue because the sponsor of
each scheme made continuing representations such that the purchasers were in a common
enterprise with the sponsors and expected to profit from the efforts of the sponsors.35
The nine digital assets that the SEC identified as securities in the Wahi Complaint had not
previously been the subject of any SEC enforcement action with respect to their issuers
or sponsor entities or with respect to any intermediary facilitating transactions in those
digital assets. Similarly, the SEC had not previously provided any other indication that
it believed those specific assets should be treated as securities. This creates a situation in
which intermediaries must conduct their own analysis of each digital asset they may interact
with to attempt to determine whether the digital asset was initially sold in an investment
contract arrangement and whether there has been ongoing involvement and representations
by the sponsor sufficient to continue treating the digital asset as a security in secondary
transactions. Further, after conducting such an analysis in good faith, the intermediary
may reach a different conclusion from the SEC and only ever find out if and when a future
enforcement action is filed. Given that failure to register as an intermediary is often a strict
liability offense,36 this places any potential intermediary in digital asset transactions in an
exceedingly difficult position.
To the extent that bridge activities involve crypto-assets that the SEC believes are
securities, such activities may trigger certain obligations under the federal securities laws
when performed or facilitated by identifiable parties. In particular, custodial bridges that
have centralized operation and/or custody functions are at high risk of being regulated as
intermediaries. In contrast, non-custodial bridges that operate entirely programmatically
are less likely to be regulated as intermediaries because identifying a responsible party is
much more difficult with respect to code deployed to a blockchain network that operates
programmatically. With that said, a recent enforcement action filed by the CFTC, discussed
in more detail below, alleges that an unincorporated association violated the CEA as
the responsible party with respect to leveraged transactions in digital assets executed
programmatically through a smart contract-based protocol.
GLI – Blockchain & Cryptocurrency Regulation 2023, 5th Edition
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The SEC has also taken steps to amend certain rules related to intermediaries in an effort
to expand the applicability of those rules to market participants that were not previously
covered. In January 2022, the SEC announced that it was proposing a major overhaul of
Exchange Act Rule 3b-16 (the “Proposed Exchange Rule”).37 The proposed amendments
would include “Communication Protocol Systems” within the Exchange Act’s definition
of the term “exchange.” As a result, an entity deemed to be operating a Communication
Protocol System that was not registered as a “national securities exchange” under the
Exchange Act would be required to register with the Financial Industry Regulatory Authority
as a broker-dealer and comply with the SEC’s existing Regulation ATS.38 To the extent that
most digital assets are deemed to constitute securities, then many tools used by digital asset
market participants to exchange digital assets may meet the proposed broad definition of
exchange that would include “Communication Protocol Systems.”39
Relatedly, the SEC has also proposed rules to expand the definition of “dealer” under the
Exchange Act to include certain firms engaging in liquidity-providing roles as part of a
regular business that may not have been previously covered by the definition (the “Proposed
Dealer Rules”).40 The Proposed Dealer Rules, unlike the Proposed Exchange Rule, make
explicit reference to digital assets that are securities to make clear that liquidity-providing
activity in those assets as part of a regular business would meet the proposed expanded
definition of “dealer.”41
To the extent that either or both of the Proposed Exchange Rule and the Proposed Dealer
Rules are finalized in their current form, key definitions under the Exchange Act will expand
in scope, potentially bringing bridge infrastructure more clearly within the ambit of these
rules and subjecting bridge protocols to securities regulation as intermediaries under certain
circumstances.
Commodities laws
The Commodities Exchange Act (the “CEA”) and related regulations regulate intermediaries
involved in the trading of commodity derivatives.42 Intermediaries subject to the CEA
include Commodity Pool Operators, Commodity Trading Advisors, Futures Commission
Merchants, Introducing Brokers, Major Swap Participants, and Swap Dealers.43 The CEA
also generally requires that commodity futures, swaps, options, and other commodity
derivatives trade in regulated markets.44 Designated Contract Markets (“DCMs”), for
example, are regulated by the U.S. Commodity Futures Trading Commission (the “CFTC”)
under the CEA, allowing the CFTC to oversee transactions in commodity derivatives
available to retail market participants.45
The CFTC has expressed concerns with respect to commodity derivatives activity involving
digital assets and DeFi.46 Specifically, the lack of traditional intermediaries was noted as
a concern given the role intermediaries play to provide safety and stability. Without such
intermediaries, who are subject to regulatory oversight, retail participants in commodity
derivatives markets may not benefit from the full protections of the CEA. This is the
case in a recent settled enforcement action against bZeroX, which allegedly operated a
blockchain-based software protocol that enabled leveraged digital asset transactions and
its founders, and a related enforcement action against its successor, an unincorporated
association known as Ooki DAO. The CFTC alleged that Ooki DAO illegally offered
leveraged and margined retail commodity transactions in digital assets without registering
with the CFTC, emphasizing that the same regulatory framework applies to platforms
used in DeFi.47 In doing so, the CFTC seeks to hold the unincorporated association
responsible for programmatic transactions that occur through the protocol even though the
GLI – Blockchain & Cryptocurrency Regulation 2023, 5th Edition
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unincorporated association is never a party to those transactions. Instead, the CFTC alleges
that the unincorporated association controlled and operated the protocol by marketing the
protocol, soliciting orders, facilitating access through a front-end website, collecting certain
fees, and controlling the administrative keys to the protocol smart contracts.48 While the
individual participants in the unincorporated association are not named as defendants in
the action, the CFTC does request relief with respect to those participants that voted on
proposals related to the protocol.
The CFTC has not yet addressed bridge infrastructure specifically, and it may be that its
concern is primarily aimed at platforms that clearly provide commodity derivatives with
underlying digital assets without registering, such as the case in the Ooki DAO action.
However, to the extent that exploits of bridge infrastructure continue and retail users of bridge
infrastructure suffer significant harm, the CFTC may assess whether there are arguments that
bridge infrastructure involves commodity derivatives that would trigger CFTC oversight.
If such an assessment were undertaken, the CFTC would likely seek to determine whether
a wrapped asset allocated by bridge infrastructure and that derives its value from the asset
contributed to, and held by, the bridge infrastructure should be treated as a swap. While there
are strong arguments that such arrangements do not constitute swaps, significant customer
harm in connection with exploits of bridge infrastructure might prompt regulators to pursue
creative arguments to bring such arrangements within their jurisdiction.
Financial regulations
Financial regulations have and continue to have a significant impact on digital assets,
their use and the operation of various entities in the ecosystem, including exchanges,
decentralized applications (“DApps”), DeFi and bridges. As described in more depth in the
previous edition of this book,49 the application of the BSA and its implementing regulations
as specifically applicable to digital assets has long been based on guidance issued on
May 9, 2019 from FinCEN, a division of the U.S. Department of the Treasury, entitled
“Application of FinCEN’s Regulations to Certain Business Models Involving Convertible
Virtual Currencies” (the “Guidance”), which was designed to consolidate regulations,
administrative rulings, and earlier guidance related to money services businesses, with a
focus on money transmission involving convertible virtual currency (“CVC”).50
While the Guidance touches on the application of relevant U.S. laws and regulations
with respect to “decentralized” systems, the Guidance is not clear whether certain DeFi
applications and, in turn, bridges would meet the definition of financial institution and thus
be subject to the BSA. Notwithstanding the foregoing, the Guidance does address the
responsibility of developers or contributors to decentralized systems. Under the Guidance,
DApp developers are not regulated as money transmitters for “the mere act of creating
the application, even if the purpose of the DApp is to issue a CVC or otherwise facilitate
financial activities denominated in CVC,” but they may be regulated as money transmitters
if they “use” or “deploy” it “to engage in money transmission.”51
To that end, the Guidance is explicit about the application to decentralized systems and
makes multiple references to unincorporated organizations coming within the ambit of the
BSA in reference to decentralized systems. The Guidance goes on to specifically address
DApps in the discussion of business models involving CVC money transmission, reiterating
that the same rules apply there as well.52
In the context of bridge infrastructure providers that can be categorized as centralized
intermediaries, the analysis is more straightforward, and regulators would likely take the
position that the BSA is applicable. In the context of bridges that may operate more as a
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decentralized system, it is more difficult to identify an intermediary to hold responsible for
compliance. Thus, there are numerous practical and technological compliance questions
to be addressed for developers and operators in the digital asset space with respect to
the implementation of the BSA and its requirements. Indeed, the lack of clarity on the
application of the BSA, as well as the inability to implement some of the requirements,
might encourage participants to seek other alternatives.
To foster the development of blockchain technology and CVCs, proposed regulations that
treat transactions in CVCs that are used for multiple purposes, not all of which involve
payments or transfers of value, more strictly than transactions in fiat currency, which is only
used for one purpose, should be re-examined.
Notably, on August 8, 2022, the U.S. Department of the Treasury’s Office of Foreign Assets
Control (“OFAC”) added a number of Ethereum addresses associated with Tornado Cash,
an open-source privacy protocol that facilitates anonymous transactions by obscuring the
origins of cryptocurrencies like Bitcoin and Ether, to the Specially Designated Nationals
and Blocked Persons List (“SDN List”).53 As a result, once a party is identified on the SDN
List, all U.S. persons or those within the U.S. are prohibited from engaging in transactions
with it, and any violations will be a strict liability crime. Although OFAC has previously
added blockchain addresses to the SDN List, those wallet addresses are owned or controlled
by sanctioned persons or entities (for example, Blender.io).54 In contrast, the blockchain
addresses associated with Tornado Cash are not owned or controlled by any identifiable
person, but rather smart contract codes. As a result, blockchain infrastructure providers,
including validators and pool operators, are concerned whether they would be required to
monitor or censor blocks involving the sanctioned addresses.55 Moreover, as Circle has
frozen all USDC held in the sanctioned Tornado Cash addresses,56 operation of various
DeFi protocols could be affected since USDC is widely utilized in various DeFi protocols.
On September 13, 2022, OFAC doubled down on this action, explaining through an FAQ
that those who felt like they were wrongly impacted by the Tornado Cash sanctions should
apply for a specific license to complete or withdraw cryptocurrencies involving Tornado
Cash – notably referring to the technology itself as an “entity.”57
In short, the newly announced sanction by OFAC may create deep implications in the DeFi
and bridge ecosystem. It not only highlights the regulator’s stance that DeFi protocols and, in
turn, bridges are subject to existing regulatory frameworks, but also showcases the challenge
of applying these frameworks to smart contract codes that are unstoppable by nature.
Unsettled questions and the future of DeFi
Despite its rapid growth, DeFi is still very small in size when compared to traditional finance.
As DeFi expands, so will the need to ensure that there exist strong and robust methods to
facilitate the free flow of capital across blockchain networks. At the outset, this should be
carried out by regulators who, deftly addressing the questions these new technologies pose,
will better equip industry participants for long-term success. These questions may include:
• What legal obligations arise from holding digital assets contributed to bridge
infrastructure by users?
• Will bridge protocol operators be considered “Communication Protocol Systems”
under the Proposed Exchange Rule?
• Do bridge protocol operators engage in broker or dealer activities?
• Which types of bridge activities may be unlawful without registration with the CFTC?
• Will bridge participants or protocol operators be considered “administrators” as set
forth in the Guidance?
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•
•

Do bridge protocol operators have know-your-transaction (“KYT”) obligations?
Are bridge protocol operators subject to state money transmission licensure due to their
exchange functionality?
• How should members of a decentralized autonomous organization that engages in
bridge activities assess and implement any relevant regulatory compliance procedures?
The promise of a decentralized financial ecosystem parallel to the global traditional financial
world is lofty – and indeed, anything worthy of responsible integration into already regulated
systems will have to answer to the many legal and regulatory challenges. Thus, it is of great
importance that we examine the technological limitations that are currently faced by those
operating in the ecosystem and work to make sure that the technology is built with sound
regulatory considerations, prior to them being challenged – the most pressing of which is
ensuring that bridges allowing users to transfer and protect their assets are designed with
regulatory compliance in mind.
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Endnotes
1. See Defi Llama for statistics regarding total value locked (“TVL”) in DeFi protocols,
https://defillama.com. TVL quoted herein is as of September 25, 2022.
2. Id. as of December 2, 2021.
3. “Composability” is the concept that different protocols can serve as building blocks
used by developers in different combinations to serve different functions.
4. Blockchain Bridges, Ethereum, https://ethereum.org/en/bridges (Aug. 9, 2022).
5. Id.
6. Rob Behnke, What is a cross-chain bridge and how are bridges hacked?, Halborn:
Blog, https://halborn.com/what-is-a-cross-chain-bridge-and-how-are-bridges-hacked/
(June 15, 2022).
7. See Defi Llama for statistics regarding TVL in bridge protocols, https://defillama.com/
categories. TVL quoted herein is as of September 25, 2022.
8. Id.
9. See Bridged USDC Terms, https://www.circle.com/en/legal/bridged-usdc-terms (Aug.
11, 2022).
10. Dmitriy Berenzon, Blockchain Bridges: Building Networks of Cryptonetworks, Medium,
https://medium.com/1kxnetwork/blockchain-bridges-5db6afac44f8 (Aug. 18, 2022).
11. Id.
12. What are wrapped tokens?, Binance Academy, https://academy.binance.com/en/
articles/what-are-wrapped-tokens (Nov. 16, 2021).
13. See Defi Llama for statistics regarding TVL in Wrapped Bitcoin, https://defillama.com/
protocol/wbtc. TVL quoted herein is as of September 25, 2022.
14. Supra, note 10.
15. Id.
16. Id.
17. Kliment Dukovski, Harmony attack brings total lost to crypto bridge hacks past $1
billion in 2022, Finder, https://www.finder.com/latest-crypto-bridge-attack-nets-100million (June 29, 2022, 6:41 PM).
18. Rob Behnke, What is a cross-chain bridge and how are bridges hacked?, Halborn:
Blog, https://halborn.com/what-is-a-cross-chain-bridge-and-how-are-bridges-hacked/
(June 15, 2022).
GLI – Blockchain & Cryptocurrency Regulation 2023, 5th Edition

53

www.globallegalinsights.com

Decentralized finance: The revolution continues

DLx Law

19. Id.
20. Rick Delaney, Blockchain bridge exploits and their implications for a crosschain future,
OKX: Daily News, https://www.okx.com/academy/en/blockchain-bridge-exploits-andimplications-for-a-crosschain-future (Feb. 22, 2022).
21. Meet the Networks, Wormhole, https://wormholenetwork.com/network/ (last visited
Aug. 11, 2022).
22. Supra, note 20.
23. Id.
24. Id.
25. Lessons from the Wormhole Exploit: Smart Contract Vulnerabilities Introduce Risk;
Blockchains’ Transparency Makes It Hard for Bad Actors to Cash Out, Chainalysis,
https://blog.chainalysis.com/reports/wormhole-hack-february-2022/ (Feb. 3, 2022).
26. Rob Behnke, What is a cross-chain bridge and how are bridges hacked?, Halborn:
Blog https://halborn.com/what-is-a-cross-chain-bridge-and-how-are-bridges-hacked/
(June 15, 2022).
27. Brian Quarmby, Battle-hardened Ronin bridge to Axie reopens following $600M hack,
Cointelegraph, https://cointelegraph.com/news/battle-hardened-ronin-bridge-to-axiereopens-following-600m-hack (June 29, 2022).
28. Michael McSweeney, Axie Infinity’s Ethereum sidechain Ronin hit by $600 million, The
Block: DeFi exploit, https://www.theblock.co/post/139761/axie-infinitys-ethereumsidechain-ronin-hit-by-600-million-exploit (March 29, 2022, 11:57 AM).
29. Sidhartha Shukla, Crypto Firm Nomad Loses Nearly $200 Million in Bridge Hack,
Bloomberg, https://www.bloomberg.com/news/articles/2022-08-02/crypto-bridge-no
mad-drained-of-nearly-200-million-in-exploit (Aug. 2, 2022, 6:47 AM EDT).
30. See, e.g., Lewis Cohen, Angela Angelovska-Wilson, Greg Strong, Decentralized finance:
Ready for its “close-up”?, GLI – Blockchain & Cryptocurrency Regulation 2022,
https://www.globallegalinsights.com/practice-areas/blockchain-laws-and-regulations/08decentralized-finance-ready-for-its-close-up (Oct. 21, 2021).
31. Section 2(a)(1) of the U.S. Securities Act of 1933, as amended (the “Securities Act”)
and Section 3(a)(10) of the U.S. Securities Exchange Act of 1934, as amended (the
“Exchange Act”) each define the term “security” and list a variety of assets that
are considered securities, including any note, stock, treasury stock, security future,
security-based swap, bond, debenture, evidence of indebtedness, certificate of interest
or participation in any profit-sharing agreement, etc.
32. See Prepared Remarks of Gary Gensler “Kennedy and Crypto” At SEC Speaks, SEC
Chair Gary Gensler (Sep. 8, 2022).
33. Press Release, SEC Charges Former Coinbase Manager, Two Others in Crypto
Asset Insider Trading Action, U.S. Securities and Exchange Commission (July 21,
2022), available at https://www.sec.gov/news/press-release/2022-127?utm_medium=
email&utm_source=govdelivery.
34. Complaint, U.S. Securities and Exchange Commission, https://www.sec.gov/litigation/
complaints/2022/comp-pr2022-127.pdf (the “Wahi Complaint”); 15 U.S.C. § 77b(1).
15 U.S.C. § 78(c)(a)(10). Securities and Exchange Commission v. W.J. Howey Co., 328
U.S. 293 (1946) (setting forth the test to determine whether a transaction constitutes an
investment contract by examining whether there was (1) an investment of money, (2) in
a common enterprise, (3) with an expectation of profit, and (4) to be derived from the
efforts of others).
35. See the Wahi Complaint.
GLI – Blockchain & Cryptocurrency Regulation 2023, 5th Edition

54

www.globallegalinsights.com

Decentralized finance: The revolution continues

DLx Law

36. This was the case in a settled enforcement action involving EtherDelta, a protocol for the
peer-to-peer exchange of digital tokens that was billed as “decentralized.” The SEC entered
into a consent order with Zachary Coburn, alleging that EtherDelta was an unregistered
exchange because at least some of the tokens traded on EtherDelta were unregistered
securities. In addition, Coburn was alleged to have caused the EtherDelta “trading
system” to violate certain provisions of the Exchange Act by: creating EtherDelta; coding
and deploying the smart contract; having exclusive control over administrative keys to
the EtherDelta smart contract (allowing him to change the fees charged for exchanges);
and promoting EtherDelta on Twitter and Reddit. In the Coburn order, the SEC did
not specifically identify the asset(s) trading on EtherDelta that they determined were
securities, and which would trigger a requirement to register as an exchange or operate
within an applicable exemption from such registration, but still held Coburn responsible
for causing EtherDelta to operate as an unregistered exchange. In the Matter of Zachary
Coburn (Securities Exchange Act Release No. 84553) (Nov. 8, 2018).
37. See Securities Exchange Act Release No. 34-94062 (Jan. 26, 2022) (Proposing Release),
available at https://www.sec.gov/rules/proposed/2022/34-94062.pdf.
38. Id.
39. See, e.g., Jamie Crawley, Hester Peirce Warns Proposed SEC Reform of Securities
Trading Platforms Could Threaten DeFi, CoinDesk (Feb. 1, 2022), https://www.
coindesk.com/policy/2022/02/01/hester-peirce-warns-proposed-sec-reform-of-securitiestrading-platforms-could-threaten-defi.
40. See Securities Exchange Act Release No. 34-94524 (March 28, 2022) (Proposing
Release), available at https://www.sec.gov/rules/proposed/2022/34-94524.pdf.
41. Id.
42. 7 U.S.C. § 1.
43. See, e.g., https://www.cftc.gov/IndustryOversight/Intermediaries/index.htm.
44. See, e.g., CEA § 4(a).
45. Transactions in commodity derivatives by eligible contract participants are not
required to take place on a DCM. Eligible contract participants are generally highly
sophisticated and well-capitalized entities or individuals. See 7 U.S.C. § 1a(18). Retail
market participants may also be referred to as non-eligible contract participants.
46. See, e.g., Keynote Address of Commissioner Dan M. Berkovitz Before FIA and SIFMAAMG, Asset Management Derivatives Forum 2021 (the “FIA Speech”), CFTC
Commissioner Dan M. Berkovitz (June 8, 2021) and Keynote Address of Chairman
Rostin Behnam at the Brookings Institution Webcast on The Future of Crypto Regulation,
CFTC Chairman Rostin Behnam (July 25, 2022).
47. Release No. 8590-22, CFTC Imposes $250,000 Penalty Against bZeroX, LLC and Its
Founders and Charges Successor Ooki DAO for Offering Illegal, Off-Exchange DigitalAsset Trading, Registration Violations, and Failing to Comply with Bank Secrecy Act,
Commodity Futures Trading Commission (Sep. 22, 2022), available at https://www.
cftc.gov/PressRoom/PressReleases/8590-22.
48. Id.
49. Supra, note 30.
50. See Application of FinCEN’s Regulations to Certain Business Models Involving
Convertible Virtual Currencies (https://www.fincen.gov/sites/default/files/2019-05/
FinCEN%20Guidance%20CVC%20FINAL%20508.pdf ). FinCEN first addressed
rulemaking authority over virtual currency in March 2013, clarifying that it would
regulate transmitters of virtual currency in the same manner as transmitters of
GLI – Blockchain & Cryptocurrency Regulation 2023, 5th Edition

55

www.globallegalinsights.com

Decentralized finance: The revolution continues

DLx Law

19. Id.
20. Rick Delaney, Blockchain bridge exploits and their implications for a crosschain future,
OKX: Daily News, https://www.okx.com/academy/en/blockchain-bridge-exploits-andimplications-for-a-crosschain-future (Feb. 22, 2022).
21. Meet the Networks, Wormhole, https://wormholenetwork.com/network/ (last visited
Aug. 11, 2022).
22. Supra, note 20.
23. Id.
24. Id.
25. Lessons from the Wormhole Exploit: Smart Contract Vulnerabilities Introduce Risk;
Blockchains’ Transparency Makes It Hard for Bad Actors to Cash Out, Chainalysis,
https://blog.chainalysis.com/reports/wormhole-hack-february-2022/ (Feb. 3, 2022).
26. Rob Behnke, What is a cross-chain bridge and how are bridges hacked?, Halborn:
Blog https://halborn.com/what-is-a-cross-chain-bridge-and-how-are-bridges-hacked/
(June 15, 2022).
27. Brian Quarmby, Battle-hardened Ronin bridge to Axie reopens following $600M hack,
Cointelegraph, https://cointelegraph.com/news/battle-hardened-ronin-bridge-to-axiereopens-following-600m-hack (June 29, 2022).
28. Michael McSweeney, Axie Infinity’s Ethereum sidechain Ronin hit by $600 million, The
Block: DeFi exploit, https://www.theblock.co/post/139761/axie-infinitys-ethereumsidechain-ronin-hit-by-600-million-exploit (March 29, 2022, 11:57 AM).
29. Sidhartha Shukla, Crypto Firm Nomad Loses Nearly $200 Million in Bridge Hack,
Bloomberg, https://www.bloomberg.com/news/articles/2022-08-02/crypto-bridge-no
mad-drained-of-nearly-200-million-in-exploit (Aug. 2, 2022, 6:47 AM EDT).
30. See, e.g., Lewis Cohen, Angela Angelovska-Wilson, Greg Strong, Decentralized finance:
Ready for its “close-up”?, GLI – Blockchain & Cryptocurrency Regulation 2022,
https://www.globallegalinsights.com/practice-areas/blockchain-laws-and-regulations/08decentralized-finance-ready-for-its-close-up (Oct. 21, 2021).
31. Section 2(a)(1) of the U.S. Securities Act of 1933, as amended (the “Securities Act”)
and Section 3(a)(10) of the U.S. Securities Exchange Act of 1934, as amended (the
“Exchange Act”) each define the term “security” and list a variety of assets that
are considered securities, including any note, stock, treasury stock, security future,
security-based swap, bond, debenture, evidence of indebtedness, certificate of interest
or participation in any profit-sharing agreement, etc.
32. See Prepared Remarks of Gary Gensler “Kennedy and Crypto” At SEC Speaks, SEC
Chair Gary Gensler (Sep. 8, 2022).
33. Press Release, SEC Charges Former Coinbase Manager, Two Others in Crypto
Asset Insider Trading Action, U.S. Securities and Exchange Commission (July 21,
2022), available at https://www.sec.gov/news/press-release/2022-127?utm_medium=
email&utm_source=govdelivery.
34. Complaint, U.S. Securities and Exchange Commission, https://www.sec.gov/litigation/
complaints/2022/comp-pr2022-127.pdf (the “Wahi Complaint”); 15 U.S.C. § 77b(1).
15 U.S.C. § 78(c)(a)(10). Securities and Exchange Commission v. W.J. Howey Co., 328
U.S. 293 (1946) (setting forth the test to determine whether a transaction constitutes an
investment contract by examining whether there was (1) an investment of money, (2) in
a common enterprise, (3) with an expectation of profit, and (4) to be derived from the
efforts of others).
35. See the Wahi Complaint.
GLI – Blockchain & Cryptocurrency Regulation 2023, 5th Edition

54

www.globallegalinsights.com

Decentralized finance: The revolution continues

DLx Law

51.
52.
53.

54.
55.
56.
57.

fiat currency. Application of FinCEN’s Regulations to Persons Administering,
Exchanging, or Using Virtual Currencies, FIN-2013-G001 (March 18, 2013) (the
“2013 Guidance”). Since issuing the 2013 Guidance, FinCEN has issued other
Guidance and rulings on virtual currency that further inform the application of existing
money transmission regulations: Application of FinCEN’s Regulations to Virtual
Currency Software Development and Certain Investment Activity, FIN-2014-R002
(Jan. 30, 2014); Application of FinCEN’s Regulations to Virtual Currency Mining
Operations, FIN-2014-R001 (Jan. 30, 2014); and Request for Administrative Ruling
on the Application of FinCEN’s Regulations to a Virtual Currency Payment System,
FIN-2014-R012 (Oct. 27, 2014).
Id. Guidance at p. 27.
Id.
Press Release, U.S. Treasury Sanctions Notorious Virtual Currency Mixer Tornado
Cash, U.S. Department of the Treasury (Aug. 8, 2022), available at https://home.
treasury.gov/news/press-releases/jy0916. According to OFAC, Tornado Cash played a
role in laundering over US$7 billion worth of virtual assets, including those allegedly
stolen by the Lazarus Group, a North Korea-sponsored hacking group, which was also
believed to be involved in a few bridge exploits (including the Axie Infinity and Nomad
incidents). David Canellis, Tornado Cash Sanctions Expose Potential DeFi Achilles’
Heel, Blockworks, https://blockworks.co/tornado-cash-sanctions-expose-potentialdefi-achilles-heel/ (Aug. 9, 2022).
Press Release, U.S. Treasury Issues First-Ever Sanctions on a Virtual Currency Mixer,
Targets DPRK Cyber Threats, U.S. Department of the Treasury (May 6, 2022),
available at https://home.treasury.gov/news/press-releases/jy0768.
Rodrigo Seira, Amy Aixi Zhang, Dan Robinson, Base Layer Neutrality Sanctions
and Censorship Implications for Blockchain Infrastructure, Paradigm, https://www.
paradigm.xyz/2022/09/base-layer-neutrality (Sep. 8, 2022).
Osato Avan-Nomayo and Aislinn Keely, Circle freezes USDC funds in Tornado Cash’s
US Treasury-sanctioned wallets, The Block, https://www.theblock.co/post/162172/
circle-freezes-usdc-funds-in-tornado-cashs-us-treasury-sanctioned-wallets (Aug. 8, 2022).
Frequently Asked Questions, U.S. Department of the Treasury (Sep. 13, 2022), available
at https://home.treasury.gov/policy-issues/financial-sanctions/faqs/added/2022-09-13.
***

Acknowledgments
The authors would like to thank their colleagues at DLx Law, Freeman Lewin and Erin
Engelmann, for their valuable input and assistance in the preparation of this chapter.

GLI – Blockchain & Cryptocurrency Regulation 2023, 5th Edition

56

www.globallegalinsights.com

Decentralized finance: The revolution continues

DLx Law

Angela Angelovska-Wilson
Tel: +1 202 365 1448 / Email: angela@dlxlaw.com
Angela is an early distributed ledger technology adopter and a leading
authority in the evolving global legal and regulatory landscape surrounding
distributed ledger technology and smart contracts. Prior to co-founding DLx
Law, Angela served as the Chief Legal & Compliance Officer of Digital Asset
and was part of the founding team. Prior to joining Digital Asset, Angela
was a partner at Reed Smith where she regularly advised clients on the
implementation of new technologies to finance and the complex regulatory
schemes involved in the development, creation, marketing, sale and servicing
of various financial services and products. Before Reed Smith, Angela spent
most of her career in various roles at Latham & Watkins. Angela is a frequent
public speaker on the topic of blockchain and the financial markets and has
been recognized and ranked “Band 3” as one of the top-ranked lawyers in the
blockchain space in the United States by Chambers and Partners.
Greg Strong
Tel: +1 302 766 5535 / Email: greg.strong@dlxlaw.com
Greg advises clients on compliance with securities, commodities and other
laws and regulations that may apply to activities involving digital assets.
He has successfully represented clients before the Securities and Exchange
Commission, the Commodities Futures Trading Commission, and state
securities regulators and has worked on a variety of cutting-edge complex
transactions involving digital assets. Prior to joining DLx Law, Greg was a
Deputy Attorney General in the Delaware Department of Justice from 2003
to 2018 and served as both the Director of Consumer Protection and the
Director of Investor Protection.
Sarah Chen
Tel: +1 646 453 9252 / Email: sarah.chen@dlxlaw.com
Sarah advises clients in all matters related to the adoption of blockchain
technology, including general corporate, venture financing, securities laws
and financial regulatory. Prior to joining DLx Law, Sarah was a senior
associate in the M&A group of an international law firm headquartered in New
York City, advising public companies and private equity firms on mergers,
acquisitions, and other corporate transactions. Sarah received her B.A. from
New York University, magna cum laude, and her J.D. from Columbia Law
School where she was a James Kent Scholar. During law school, Sarah also
served as a judicial extern to the Hon. Debra Ann Livingston of the U.S.
Court of Appeals for the Second Circuit.

DLx Law
4913 43rd St. NW, Washington, D.C. 20016 / 331 Park Avenue South, New York, NY 10010 /
1007 N. Orange Street, Wilmington, DE 19801, USA
Tel: +1 212 994 6845 / URL: www.dlxlaw.com
GLI – Blockchain & Cryptocurrency Regulation 2023, 5th Edition

57

www.globallegalinsights.com

www.globallegalinsights.com

Other titles in the Global Legal Insights series include:
AI, Machine Learning & Big Data

Fund Finance

Banking Regulation

Initial Public Offerings

Bribery & Corruption

International Arbitration

Cartels

Litigation & Dispute Resolution

Corporate Tax

Merger Control

Employment & Labour Law

Mergers & Acquisitions

Energy

Pricing & Reimbursement

Fintech

